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Challenges

Industrial 
Leadership

Programa Marco de Investigación e Innovación (2014-2020)

≈ 80.000 M€ (subvención) 

~1.700 M€ 
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Objetivo del RS H2020 Sociedades Seguras 

El objetivo de esta temática es 
fomentar las sociedades 
europeas seguras en un 
contexto de transformaciones 
sin precedentes y creciente 
interdependencia y amenazas 
globales, así como el 
fortalecimiento de la cultura 
europea de la libertad y la 
justicia.  

http://ec.europa.eu/dgs/home-affairs/financing/fundings/pdf/research-for-security/security_research_catalogue_2014_en.pdf
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Principales áreas de actividad 

 Luchar contra la delincuencia, el tráfico y el terrorismo, incluyendo la 
comprensión y la lucha contra las ideas y creencias de terrorismo. 

 

 Proteger y mejorar la “resiliencia” de las infraestructuras críticas, 
cadenas de suministro y los modos de transporte. 

 

 Fortalecer la seguridad a través de la gestión de fronteras y la 
seguridad marítima; 

 

 Mejorar la seguridad cibernética. 
 

 Aumentar la recuperación de Europa frente a las crisis y los desastres. 
 

 Garantizar la privacidad y la libertad, incluyendo Internet y mejorar el 
entendimiento social, legal y ético de todos los ámbitos de la seguridad, 
riesgos y gestión. 

 

 Mejorar la estandarización y la interoperabilidad de los sistemas, 
incluyendo los destinados a emergencias. 
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La Investigación en Seguridad en H2020 vs FP7 

Mantiene su orientación a Misión 
 

 Apoyo de políticas Europeas de seguridad interior y 
exterior 

 
 Apoyo para que la industria Europea sea más competitiva 

 
 Facilita la implicación de los usuarios finales 

 
 Se refuerza la dimensión Social de la Seguridad 

 
 Incluye nuevas áreas: 

 Ciberseguridad 
 Disaster-resilience & Climate change 
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Particularidades del programa 1/3 

 Respecto a usuarios finales o “practicioners”: 

 Es OBLIGATORIO integrarlos en los proyectos... Pero se amplía el 

tipo de usuarios finales: Fuerzas y Cuerpos de Seguridad, 

Administraciones Públicas, Empresas, pero también la sociedad en 

general, agencias de protección de datos, operadores de 

infraestructuras críticas, etc. 

 Acciones horizontales de apoyo a usuarios finales como redes de 

prueba/test/pilotos, y cooperación internacional. 

 

 Destacar los aspectos éticos y sociales, así como las medidas o aspectos de 

privacidad y protección de datos.  Se observan más topics “sociales” en 2014-

2015 que en 2016-2017.  Incorporar partners especialistas!!! 

 Potenciales aspectos sensibles  de los proyectos  Gestión de la 

información clasificada  CONTACTAR ANS si necesario!!!!! 

 A ser posible, la solución propuesta  debe contemplar su 

estandarización/certificación  Considerar AENOR, A+, DIN,... 
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Particularidades del programa 2/3 

 Muchos topics cercanos a mercado (TRL 4 a 7, o incluso más) e incluso 

PCP/PPI (sólo para entidades con capacidad de licitación!!!!) 

 Sinergias civil/defensa: coordinación, no cooperación 

 Necesidad de coordinación con los programas de la EDA y otros programas 

de DG-HOME (CIPS, ISEC, ISF) y en DG-RTD (ENV).  

 Convergencia de la seguridad física y lógica en la protección de las 

infraestructuras críticas 

 Acciones horizontales de apoyo a usuarios finales, redes de 

prueba/test/pilotos, y cooperación internacional 

 Todos los topics son en 1-stage  Full proposals only!!! Resultados a los 5 

meses del cierre (max) y firma del GA a los 8 meses del cierre (max). 

Fechas apertura / cierre diferentes al resto de programas: 
Opening 15-Mar-2016  Deadline 25-Aug-2016 
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Particularidades del programa 3/3 

 RIA 

 Prizes  

Tipos de acciones: 

 IA 

 PCP / PPI 

 FTI  

 SMEs Instrument 

 CSA  Pueden ser redes de usuarios o de excelencia, organización de eventos y 

reuniones, estudios o estados del arte, actividades de policy, etc.... No research! 
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 Research and Innovation Action (RIA) 
 

 Innovation Action (IA) 
 

 Coordination and Support Action (CSA) 
 

 SME Instrument 
 

Pre-Commercial Procurement Cofund (PCP)  Sólo 
para call-2017 

 

 Fast Track to Innovation Pilot 

10 

Instrumentos de financiación en la call-2016 
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• Objetivo: Establecer nuevo conocimiento o explorar la 
viabilidad de una tecnología nueva o mejorada de un 
proceso, producto, servicio o solución. 

–  Puede incluir investigación fundamental o aplicada, desarrollo tecnológio e 
integración, testing y validación de un prototipo a pequeña escala en un 
laboratorio o entorno simulado.  

 

• Financiación: Hasta el 100% de los costes elegibles 

 

• Criterios de elegibilidad: Tres entidades legales 
independientes, establecidas en 3 Estados Miembro o países 
asociados distintos.  

11 

Research and Innovation Action (RIA) 
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• Objetivo: Producir planes y estructuras o diseños de nuevos 
productos, procesos o servicios modificados o mejorados  
– Puede incluir prototipos, testing, demostraciones, pilotos, validación de 

productos a gran escala y replicación de mercados.   

 

• Financiación: Hasta el 70% de los costes elegibles (hasta el 
100% para organizaciones sin ánimo de lucro) 

 

• Criterios de elegibilidad: Tres entidades legales 
independientes, establecidas en 3 Estados Miembro o países 
asociados distintos.  
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Innovation Action (IA) 
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• Consiste en: Medidas de acompañamiento tales como 
normalización, difusión, sensibilización y comunicación, 
creación de redes, servicios de coordinación o de apoyo, 
diálogos sobre políticas y ejercicios y estudios de aprendizaje 
mutuo, incluyendo estudios de diseño de nuevas 
infraestructuras y también puede incluir actividades 
complementarias de planificación estratégica, creación de 
redes y coordinación entre programas en diferentes países. 
 

• Financiación: Hasta el 100% de los costes elegibles 
 

• Criterios de elegibilidad: Una entidad legal establecida en un 
Estado Miembro o país asociado.  
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Coordination and Support Action (CSA) 
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• Descripción: El instrumento de las PYME está dirigido a todo tipo de 
PYME innovadoras que muestren una fuerte ambición de desarrollar, 
crecer e internacionalizarse. Proporciona apoyo que abarca todo el ciclo 
de la innovación en tres fases, complementados por un servicio de 
“mentoring” y “coaching”. 

 

• Financiación: Hasta el 70% de los costes elegibles 
– Fase-1  Lump Sum de 50 k€ y duración 6 meses 

– Fase-2  0,5-2,5 M€ EC requested y duración hasta 2 años 

– Fase-3 Comercialiación  No funding y sólo apoyo (mentoring, training, red EEN…) 

 

• Criterios de elegibilidad: PYMEs con ánimo de lucro. Sólo se aceptarán 
solicitudes de PYMEs establecidas en Estados Miembro de la UE o 
asociados.  

 

NB: Múltiples fechas de cierre. Consultar el programa de trabajo.  

14 

Otras opciones de instrumentos de financiación…  

SMEs Instrument 
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 Fighting crime, illegal trafficking and terrorism, including understanding and 
tackling terrorist ideas and beliefs 

 Protecting and improving the resilience of critical infrastructures, supply chains 
and transport modes 

 Strengthening security through border management  
 Improving cyber security 
 Increasing Europe's resilience to crises and disasters 
 Ensuring privacy and freedom, including in the Internet, and enhancing the 

societal legal and ethical understanding of all areas of security, risk and 
management 

 Enhancing standardisation and interoperability of systems, including for 
emergency purposes 

 Supporting the Union's external security policies, including through conflict 
prevention and peace-building 

Otras opciones de instrumentos de financiación…  

SMEs Instrument 
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• Descripción: Proyectos colaborativos pequeños (3-5 socios y unos ≈2 
M€ EC requested) con idea de llevar a mercado una solución 
innovadora y multidisciplinar en menos de 3 años. No investigación, 
sino innovación, desarrollo, integración, validación y test a escala real, 
aproximación a mercado (usuario final). Importante peso empresarial. 
Inicio TRL ≥ 6  Final TRL = 9 
 

• Financiación: Hasta el 70% de los costes elegibles (100% para 
entidades sin ánimo de lucro) 

 

• Criterios de elegibilidad: Cualquier participante público o privado. 
Como mínimo 3 entidades establecidas en 3 Estados Miembros de la 
UE o asociados diferentes. Al menos 60% de presupuesto destinado a 
industria. Coordinador NO start-up (validación económica). 
 

NB: 3  fechas de cierre al año. Consultar el programa de trabajo.  

Otras opciones de instrumentos de financiación…  

Fast Track to Innovation (FTI) 
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About the FTI… 
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¿Quién es quién en Sociedades Seguras? 
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Alineación con las políticas UE… 

Cualquier acción (proyecto) se debe alinear con las líneas generales 
de trabajo de la nueva Comisión Europea (JC Juncker) en cuanto a: 

 

 A connected digital single 
market 

 A stronger global actor 

 Towards a new policy on 
migration 

 An area of justice and 
fundamental rights based on 
mutual trust 

 

http://ec.europa.eu/priorities/docs/pg_en.pdf
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Qué destacamos en WP SEC 2016-2017?  
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Call CIP - Critical Infrastructure Protection 
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CIP-01-2016-2017: Prevention, detection, response and mitigation of 

the combination of physical and cyber threats to the critical 

infrastructure of Europe 

 

 

Objective:  

 Providing security solutions to public & private operators facing hazards 

& cyber attacks. The solutions must include prevention, detection, 

response, and in case of failure, mitigation of consequences.  

Projects of about 8 M€ EC requested  & TRL ≥ 7  

 

 It is expected than 3-4 projects approved per year! 

(20M€ in 2016 and 20M€ in 2017). 

 

Critical infrastructures eligible are:  

 Water Systems, Energy Infrastructure (power plants 

and distribution), Transport Infrastructure and means 

of transportation, Communication Infrastructure 

(including satellite communications), Health 

Services, Financial Services. 
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Pay attention to: 

 Advanced testing, piloting & demo activities “within” the installations 

is mandatory  No project without minimum 2 CIs on-board & do 

not repeat in 2017 the CIs already chosen in 2016 

 

 Not infrastructures isolated but work on the interdependencies, i.e., 

communitacions & transport, … 

 

 Solutions proposed must be in convergence with safety and security 

standards…. If possible even to contribute to the pre-establishment of 

certification mechanisms. 

 

 Mandatory at least 1 SMEs in the consortium 

 

 Design and perform communication & training activities for the 

affected population. 

 

References: 

 Check the EU Programme for Critical Infrastructure Protection  at 

DG-Home 

http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
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Call DRS – Disaster and Resilience 
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Objective: 

To reduce the loss of human life, environmental, 

economic and material damage from natural 

and man-made disasters, including from 

extreme weather events, crime and terrorism 

threats. 
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 Only 1-Demo project (TRL 7-8) for a management and situational 
awareness addressed to decision-makers. 

 Attention to neighbouring countries & societal acceptance (ethics). 

1-Demo on bio-threats (IA) involving at least 3 control laboratories from different MS. 

1-CSA to understand  the needs of civil protection bodies in order to 
prepare a future PCP/PPI action  Consortium of Civil Protection Bodies. 

 In 2016  1-CSA for collecting  (catalogue) the equipment and technical 
needs of First Responders  based on EDEN project.  

 In 2017  Several RIAs for deplyoing solutions and new technologies 
accoding with the catalogue above. 

Continuation of the topic DRS-18-2015 where the first responders will have to issue 
the conditions for the PCP concours. 
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Call FCT – Fight Against Crime and Terrorism 
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Objective: 
To mitigate potential consequences of incidents, or 
to avoid them by using new technologies and 
capabilities for fighting and preventing crime 
(including cyber-crime), illegal trafficking and 
terrorism (including cyber-terrorism).  
 
It includes the understanding and tackling of 
terrorist ideas and beliefs, whilst respecting human 
rights and privacy. 
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 Social based topics that have to develop tools for the law enforcement 
bodies and decision-making bodies for better understanding, guidelines 
for action and policying. 

 At least 5 LEAs in the consortium!!! 

 RIAs for developing new techniques / mehodologies to be applied on the field as 
well in laboratory.  To be consistent with the work of forensic Labs at EU level. 

 Take into account national legistations (solutions/techniques taking considering 
privacity-by-desig). 

 At least 5 Forensic laboratories or institutes . 

PCP for national 
authorities 
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 Platform deployment (TRL 7-8) equiped with sensors and technologies to work in 
the field.  Look at EDA previous projects!!! 

 Among 3 to 5 LEAs in the project & demo in at least 2 cities (medium & big). 

 Also tedection of improvised and home-made explosives. 
 In line with the work of the EU Network of Detection of Explosives as well 

EDA previous projects!!! 
 Al least 3 practitioners or LEAs 

 List of different  technology needs of LEAs at EU level  Al least 3 
to 5 practitioners or LEAs (TRL = 6) 
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Call BES – Border Security & Eternal Security 
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Objectives: 
The development of technologies and capabilities to enhance systems, 
equipment, tools, processes, and methods for rapid identification in 
order to improve border security, whilst respecting human rights and 
privacy. 

 
Those developments must reach the expectations of the European Border 
Surveillance System (EUROSUR) and to the Smart Borders legislative 
initiative.  

 
The call also addresses supply chain security in the frame of the EU’s 
customs policy as well the support to the Union's external security 
policies in civilian tasks (civil protection, humanitarian actions, border 
management, peace-keeping, peace-building & mediation, post-crisis 
stabilisation and conflict prevention).  
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 RIA (TRL = 5-6) considering forest scenarios such as Turkey, Ukraine, 
Belarus, Russia… 

 Coordination with EWISA previous project and EDA programmes 
 At least 3 border authorities 

 RIA and IA envisioning surveillance and monitoring solutions at land crossing 
points and gates focussing on people (TRL = 6).  Attention to ethical & 
privacity issues. 

 Coordination with EWISA previous project and EDA programmes 
 Solutions or technologies according to, i.e., IATA  rules 
 At least 3 border authorities 

PCP continuation of the CSA BES-11-2015 where the national bodies (at least 3) are 
the funding organisations of the future concourse of technology solutions. 
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 CISE complatible solution above TRL 7 
 Coordination con previous EDA projects  
 At least 3 border authorities & 3 indutry or technology providers 

 Futuristic advanced solution for seamless crossing of borders and security 
checks of people.  

 Close cooperation with the wining projects from topic BES-15 will be required 
during the life of the project.  

 At least 3 border authorities 

 RIA in advance cargo information systems for customs. 
 At least 3 border or customs authoritites 

 CISE complatible solution above TRL 7 
 At least 5 border authorities 
 SMEs participation mandatory 
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Call DS – Digital Security 
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 Cost-effective solutions (TRL = 5-7) addressed to this 3 kinds of end-users. 
 4-5 Ias of 3-4 M€ EC requested. 

 Analysis of societal, institutional & economical impact of cyber failures   
Recommediations for regulators, law enforcement bodies, market 
operators / insurances. 

 2-3 RIAs of 1-2 M€.  

3 CSA on: 
 Collaboration / synergies among EU cyber-security clusters (5 

years of activitites)  4 years and 2 M€  
 Collaboration lines with Japan  0,5 M€ 
 Collaboration lines with USA  0,5M€ 
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This action would include: 
 R&I actions on situational awareness in EU in front of cyber-attacks; 
 Innovation actions  on training and simulating environments to face 

cyber-attacks. 

Innovation actions on: 
 PET (Privacity Enhancing Technologies);   
 eID (Secure Digital Identities); 
 General Data Protection Regulation in practice. 
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The IAs proposed whould propose Novel designs, methods and tools to 
provide to the users of examples of services/activities in the network to 
enhance / ensure: 

a. Or well the control of their data (PET, Privacity Enhancing 
Technologies) 

b. Or well the General Data Protection Regulation  Oriented to 
assist organisations (businesses, service providers, and 
government agencies) 

c. Or well the Secure use of the Digital Identity (eID, Secure Digital 
Identities)  For private as well for public users 

 
 Take care of societal & Ethical issues 
 Projects of 2-3 M€ contribution and TRL = 6-7  Between 6-9 

proposals approved in 2017!!!!! 
 Topic from DS-Connect  RAFAEL TESORO (infoday nacional) 
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General Matters: Networks of practitioners… 
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It is expected to fund 4 types of networks: 
 
a.- Practitioners (end-users) in the same discipline and from 
across Europe, i.e., firefighters; police and intelligence bodies; 
border guards, coast guards, and custom authorities; explosive 
specialists; forensic laboratories; medical emergency teams; 
think-tanks on security; etc. 
 
b.- Practitioners (end-users) from different disciplines for 
disaster risk and crisis management issues in a particular 
geographical area  Med, Artic, Danube, Baltic. 
 
c.- Entities from around Europe that manage demonstration 
and testing sites, training facilities 
 
d.- Security NCPs network continuation onwards 2017 and 
duration of 3 years. 
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Last but not least… 
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Enlaces de interés y otra información 

Fuentes de información 

Programa de Trabajo 2016-
2017 

https://ec.europa.eu/programmes/horizon202
0/sites/horizon2020/files/14.%20Secure%20so
cieties_2016-2017_pre-publication.pdf  

Web EC H2020 http://ec.europa.eu/research/horizon2020/ind
ex_en.cfm# 

Web Horizonte 2020 Español http://eshorizonte2020.es/ 

IPR & Open Access http://ec.europa.eu/research/science-
society/index.cfm?fuseaction=public.topic&id=
1301 

Ethical issues http://ec.europa.eu/research/participants/doc
s/h2020-funding-guide/cross-cutting-
issues/ethics_en.htm 

Búsqueda en Socios en H2020 
en Sociedades Seguras (red 
Puntos Contacto SEREN3) 

http://www.security-research-
map.eu/index.php?file=search.php&type=1 

https://ec.europa.eu/programmes/horizon2020/sites/horizon2020/files/14. Secure societies_2016-2017_pre-publication.pdf
https://ec.europa.eu/programmes/horizon2020/sites/horizon2020/files/14. Secure societies_2016-2017_pre-publication.pdf
https://ec.europa.eu/programmes/horizon2020/sites/horizon2020/files/14. Secure societies_2016-2017_pre-publication.pdf
https://ec.europa.eu/programmes/horizon2020/sites/horizon2020/files/14. Secure societies_2016-2017_pre-publication.pdf
https://ec.europa.eu/programmes/horizon2020/sites/horizon2020/files/14. Secure societies_2016-2017_pre-publication.pdf
https://ec.europa.eu/programmes/horizon2020/sites/horizon2020/files/14. Secure societies_2016-2017_pre-publication.pdf
https://ec.europa.eu/programmes/horizon2020/sites/horizon2020/files/14. Secure societies_2016-2017_pre-publication.pdf
http://ec.europa.eu/research/horizon2020/index_en.cfm
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http://www.security-research-map.eu/index.php?file=search.php&type=1
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Catálogo de proyectos FP7 Security Research 

 Catálogo de proyectos FP7 SEC 

EU Research for 
a Secure Society 
(FP7 Security 
Projects) 

http://ec.europa.eu/dgs
/home-
affairs/financing/fundin
gs/pdf/research-for-
security/security_resear
ch_catalogue_2014_en.
pdf 

Last update May-2014! 

http://ec.europa.eu/research/horizon2020/index_en.cfm
http://ec.europa.eu/research/horizon2020/index_en.cfm
http://ec.europa.eu/research/horizon2020/index_en.cfm
http://ec.europa.eu/research/horizon2020/index_en.cfm
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Participación como experto 
http://ec.europa.eu/research/participants/portal/desktop/en/experts/index.html 

Diferentes perfiles! 
Científico-técnicos, 
business, end-users, 
practicioners,… 

http://ec.europa.eu/research/participants/portal/desktop/en/experts/index.html
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Otras Guías y Documentos útiles 

• Participant Portal H2020 Online Manual 

http://ec.europa.eu/research/participants/docs/h2020-funding-

guide/index_en.htm 

 

• Self-Evaluation Forms 

http://ec.europa.eu/research/participants/data/support/sep_usermanual.

pdf 

 

• Guidance for evaluators of Horizon 2020 proposals 

http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/

pse/h2020-evaluation-faq_en.pdf  

 

• Proposal Submission Service User Manual 

http://ec.europa.eu/research/participants/data/support/sep_usermanual.

pdf 
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Próximos eventos destacados… 

• Networking event CIP-01-2016-2017 “Prevention, detection, 
response and mitigation of the combination of physical and 
cyber threats to the critical infrastructure of Europe”  08-
Mar-2016 Bilbao 
http://eshorizonte2020.cdti.es/index.asp?MP=87&MS=721&MN=2&TR=
A&IDR=16&IDP=682&IDS=4&id=3446&xtmc=&xtcr=1 

 

• Community of Users meeting (CoU meeting) on CBRN-
related topics  29-Feb-2016 Brussels 

 

• EU Infoday  call-2016  05-06 Apr-2016 Brussels 

 

• Security Research Conference  01-02 Jun-2016 Den Hague 
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You may also find 
opportunities for cyber 
appliations at: 
 SC-1 under the eHealth 

& security for data 
protection 

 LEIT-ICT (8.1, 8.2 & 8.3)  

Eventos de interés pasados… 

 SMIGs-2016 Networking event   BRU 26-27 JAN 2016 
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South Africa 
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 Representante  Maite Boyero, CDTI (mtbe@cdti.es) 
 NCPs  Ainara Ripa Centeno, INTA (ripaca@inta.es) 
 Bruselas  Marina Martínez, CDTI-SOST (marina.cdti@sost.be) 
 

http://eshorizonte2020.cdti.es/index.asp?MP=87&MS=721&MN=2
mailto:mtbe@cdti.es
mailto:ripaca@inta.es
mailto:marina.cdti@sost.be
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Few words on the next coming cPPP_Cyber… 
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Gracias por su atención… 
 
 

marina.cdti@sost.be 

mailto:marina.cdti@sost.be

