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! Objetivo del RS H2020 Sociedades Seguras

—

El objetivo de esta tematica es
fomentar las  sociedades
europeas seguras en un

contexto de transformaciones
sin precedentes y creciente
interdependencia y amenazas
globales, asi como el
fortalecimiento de la cultura
europea de la libertad y la
justicia.
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http://ec.europa.eu/dgs/home-affairs/financing/fundings/pdf/research-for-security/security_research_catalogue_2014_en.pdf
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Principales areas de actividad
O Luchar contra la delincuencia, el trafico y el terrorismo, incluyendo la

comprension y la lucha contra las ideas y creencias de terrorismo.

O Proteger y mejorar la “resiliencia” de las infraestructuras criticas,
cadenas de suministro y los modos de transporte.

» O Fortalecer la seguridad a través de la gestion de fronteras y la
: seguridad maritima;

J U Mejorar la seguridad cibernética.
d Aumentar la recuperacion de Europa frente a las crisis y los desastres.

 Garantizar la privacidad y la libertad, incluyendo Internet y mejorar el
entendimiento social, legal y ético de todos los ambitos de la seguridad,
riesgos y gestion.

(d Mejorar la estandarizacion y la interoperabilidad de los sistemas,
incluyendo los destinados a emergencias.
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La Investigacion en Seguridad en H2020 vs FP7

J Mantiene su orientacidn a Misidon

J Apoyo de politicas Europeas de seguridad interior vy
exterior

1 Apoyo para que la industria Europea sea mas competitiva
 Facilita la implicacion de los usuarios finales

1 Se refuerza la dimension Social de la Seguridad
 Incluye nuevas areas:

v’ Ciberseguridad
v’ Disaster-resilience & Climate change
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Particularidades del programa 1/3

d  Respecto a usuarios finales o “practicioners”:

v Es OBLIGATORIO integrarlos en los proyectos... Pero se amplia el
tipo de wusuarios finales: Fuerzas y Cuerpos de Seguridad,
Administraciones Publicas, Empresas, pero también la sociedad en
general, agencias de proteccion de datos, operadores de
infraestructuras criticas, etc.

v' Acciones horizontales de apoyo a usuarios finales como redes de
prueba/test/pilotos, y cooperacién internacional.

O  Destacar los aspectos éticos y sociales, asi como las medidas o aspectos de
privacidad y proteccion de datos. =2 Se observan mas topics “sociales” en 2014-
2015 que en 2016-2017. = Incorporar partners especialistas!!!

O Potenciales aspectos sensibles de los proyectos > Gestion de la

O A ser posible, la solucidn propuesta debe contemplar su
estandarizacion/certificacion = Considerar AENOR, A+, DIN,...
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Particularidades del programa 2/3

O Muchos topics cercanos a mercado (TRL 4 a 7, o incluso mas) e incluso
PCP/PPI (sélo para entidades con capacidad de licitacion!!!!)

Q  Sinergias civil/defensa: coordinacion, no cooperacién

L Necesidad de coordinacion con los programas de la EDA y otros programas
de DG-HOME (CIPS, ISEC, ISF) y en DG-RTD (ENV).

0  Convergencia de la seguridad fisica y légica en la proteccion de las
infraestructuras criticas

O  Acciones horizontales de apoyo a usuarios finales, redes de
prueba/test/pilotos, y cooperacién internacional

d  Todos los topics son en 1-stage = Full proposals only!!! Resultados a los 5
meses del cierre (max) y firma del GA a los 8 meses del cierre (max).

Fechas apertura / cierre diferentes al resto de programas:
Opening 15-Mar-2016 - Deadline 25-Aug-2016
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Tipos de acciones:

O RIA
[ Prizes

O IA

O PCP / PPI

O FTI

U SMEs Instrument

Particularidades del programa 3/3

TRL 1 = basic principles observed

TRL 2 - technology concept formulated
TRL 3 - experimental proof of concept
TRL 4 - technology validated in lab

" TRE § - technology validated in relevant environment (industrially relevant
environment in the case of key enabling technologies)

TRL 6 = technology demonstrated in relevant environment (industrially relevant

| environment in the case of key enabling technologies)

TRL 7 - system prototype demonstration in operational environment

L TRL 8 — system complete and qualified

TRL 9 - actual system proven in operational environment (competitive
manufacturing in the case of key enabling technologies, or in space)

d CSA - Pueden ser redes de usuarios o de excelencia, organizacién de eventos y

reuniones, estudios o estados del arte, actividades de policy, etc.... No research!
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Instrumentos de financiacion en la call-2016

v' Research and Innovation Action (RIA)

v" Coordination and Support Action (CSA)

EL v" Innovation Action (IA)
:

v SME Instrument

N
A < Pre-Commercial Procurement Cofund (PCP)

v' Fast Track to Innovation Pilot
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Research and Innovation Action (RIA)

- Objetivo: Establecer nuevo conocimiento o explorar la
viabilidad de una tecnologia nueva o mejorada de un
proceso, producto, servicio o solucion.

— Puede incluir investigacion fundamental o aplicada, desarrollo tecnolégio e
A integracion, testing y validacion de un prototipo a pequefia escala en un
- laboratorio o entorno simulado.

$ * Financiacion: Hasta el 100% de los costes elegibles

* Criterios de elegibilidad: Tres entidades Ilegales
independientes, establecidas en 3 Estados Miembro o paises
asociados distintos.
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Innovation Action (lA)

* Objetivo: Producir planes y estructuras o disenos de nuevos
productos, procesos o servicios modificados o mejorados

— Puede incluir prototipos, testing, demostraciones, pilotos, validacion de
productos a gran escala y replicacion de mercados.

* Financiacion: Hasta el 70% de los costes elegibles (hasta el
100% para organizaciones sin animo de lucro)

* Criterios de elegibilidad: Tres entidades legales
independientes, establecidas en 3 Estados Miembro o paises
asociados distintos.
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Coordination and Support Action (CSA)

* Consiste en: Medidas de acompanamiento tales como
normalizacion, difusidon, sensibilizacion y comunicacion,
creacion de redes, servicios de coordinacion o de apoyo,
dialogos sobre politicas y ejercicios y estudios de aprendizaje
mutuo, incluyendo estudios de diseno de nuevas
infraestructuras y también puede incluir actividades
complementarias de planificacion estratégica, creacion de
redes y coordinacion entre programas en diferentes paises.

* Financiacion: Hasta el 100% de los costes elegibles

* Criterios de elegibilidad: Una entidad legal establecida en un
Estado Miembro o pais asociado.
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Otras opciones de instrumentos de financiacion...

SMEs Instrument
* Descripcion: El instrumento de las PYME esta dirigido a todo tipo de
PYME innovadoras que muestren una fuerte ambicion de desarrollar,
crecer e internacionalizarse. Proporciona apoyo que abarca todo el ciclo
de la innovacion en tres fases, complementados por un servicio de
“mentoring” y “coaching”.

* Financiacion: Hasta el 70% de los costes elegibles
— Fase-1 -2 Lump Sum de 50 k€ y duracidon 6 meses
— Fase-2 - 0,5-2,5 M€ EC requested y duracién hasta 2 afios
— Fase-3 Comercialiacion = No funding y sélo apoyo (mentoring, training, red EEN...)

* Criterios de elegibilidad: PYMEs con animo de lucro. Solo se aceptaran
solicitudes de PYMEs establecidas en Estados Miembro de la UE o
asociados.

NB: Multiples fechas de cierre. Consultar el programa de trabajo.
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Otras opciones de instrumentos de financiacion...
SMEs Instrument

Fighting crime, illegal trafficking and terrorism, including understanding and
tackling terrorist ideas and beliefs

Protecting and improving the resilience of critical infrastructures, supply chains
and transport modes

Strengthening security through border management

Improving cyber security

Increasing Europe's resilience to crises and disasters

Ensuring privacy and freedom, including in the Internet, and enhancing the
societal legal and ethical understanding of all areas of security, risk and
management

Enhancing standardisation and interoperability of systems, including for
emergency purposes

Supporting the Union's external security policies, including through conflict
prevention and peace-building
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Otras opciones de instrumentos de financiacion...

Fast Track to Innovation (FTI)
* Descripcion: Proyectos colaborativos pequeios (3-5 socios y unos =2
M€ EC requested) con idea de llevar a mercado una solucion
innovadora y multidisciplinar en menos de 3 anos. No investigacion,
sino innovacion, desarrollo, integracion, validacion y test a escala real,
aproximacion a mercado (usuario final). Importante peso empresarial.
Inicio TRL 2 6 = Final TRL=9

* Financiacidon: Hasta el 70% de los costes elegibles (100% para
entidades sin animo de lucro)

* Criterios de elegibilidad: Cualquier participante publico o privado.
Como minimo 3 entidades establecidas en 3 Estados Miembros de |a
UE o asociados diferentes. Al menos 60% de presupuesto destinado a
industria. Coordinador NO start-up (validacion econdmica).

NB: 3 fechas de cierre al ano. Consultar el programa de trabajo.
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About the FTI...

THE ULTIMATE BOOST FOR OUTSTANDING BUSINESS INNOVATORS WITH A NEED FOR SPEED...

PREPARE YOUR PROPOSAL DEVELOP YOUR INNOVATION HIT THE MARKET!

Build your industry-intensive consortium* Receive an EU grant of EUR 1 million to 3 million Start your commercial activities
minimum 3 partners - maximum S partners (70% of funding, 100% of funding for non-profit entities)
(all based in the EU and / or in Horizon 2020

assodated countries) O e r~

B o
From Mature R&D
Proposal Demonstration e i€ Market
Market-Oriented b b Ll 1o

R&D

to Market-Mature Innovation

*w

Outstanding Business Innovation Concept
(high-readiness level / TRL 6, meaning
demonstrated in a relevant environment)

Market-ready result
{finished product, service,
process/ TRL 9)

Continuous open call

6 months time-to-grant v 12-24 months for implementation ‘ At most 36 months from grant to market

*In a consortium with 3 or 4 partners, at least 2

o ... AND EAGER TO COMPETE ON GLOBAL MARKETS..

the project budget should be allocated to Industry
(ie. private for profit entities)

Systems validation in real working conditions — Testing — Piloting — Business model validation — Standard setting — Pre-normative research — EU quality label

= See
Al
v =~ COTIE




¢Quién es quién en Sociedades Seguras?

L, Evaluacion, Gestion &
Call Elaboracion WP* 7
T Seguimiento de proyectos
CIP DG-Home REA & DG-Home
DG-Home
DRS ] ] REA & DG-H
DG-RTD / ENV (Clima Change effects & impact) ome
DG-Home
FCT EDA REA & DG-Home
DG-Home
BES EDA REA & DG-H / DG-Cnect
DG-Cnect (BigData) ome FERIES
DG-TAXUD
DS DG-Cnect DG-Cnect
FTI Pilot
SME EASME - Unit A2
Instrument

*Responsabilidad & influencia
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Alineacion con las politicas UE...

= Cualquier accién (proyecto) se debe alinear con las lineas generales
de trabajo de la nueva Comisién Europea (JC Juncker) en cuanto a:

f A New Start for Europe:
’ My Agenda for Jobs,

. . . Growth, Fairness and

d A connected digital single sl Gt

’ :“ markEt Political Guidelines

for the next
European Commission

A stronger global actor Opening Staterment

in the European Pariament
Plenary Session

d Towards a new policy on

Jean-Claude
migration
H ; Setting E
JdAn area of justice and o Al
fundamental rights based on Main Messages
/t t Oprenmg“Stz'ateizrr‘\_ent
mutual trus

Jean-Claude Juncker
. e Ewopean Commission
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http://ec.europa.eu/priorities/docs/pg_en.pdf

Qué destacamos en WP SEC 2016-2017?
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CIP-01-2016-2017: Prevention, detection, response and mitigation of
the combination of physical and cyber threats to the critical
— infrastructure of Europe

ﬁ Objective:
: O Providing security solutions to public & private operators facing hazards
& cyber attacks. The solutions must include prevention, detection,
response, and in case of failure, mitigation of consequences. =
Projects of about 8 M€ EC requested & TRL 27

O It is expected than 3-4 projects approved per year!
(20M€ in 2016 and 20M€ in 2017).

Critical infrastructures eligible are:

O Water Systems, Energy Infrastructure (power plants
and distribution), Transport Infrastructure and means
of transportation, Communication Infrastructure
(including  satellite  communications), Health
Services, Financial Services.
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Pay attention to:
0 Advanced testing, piloting & demo activities “within” the installations
is mandatory = No project without minimum 2 Cls on-board & do
not repeat in 2017 the Cls already chosen in 2016

O Not infrastructures isolated but work on the interdependencies, i.e.,
communitacions & transport, ...

0 Solutions proposed must be in convergence with safety and security
standards.... If possible even to contribute to the pre-establishment of
certification mechanisms.

O Mandatory at least 1 SMEs in the consortium

O Design and perform communication & training activities for the
affected population.

References:

L Check the EU Programme for Critical Infrastructure Protection at
DG-Home

A Centro parz &
"% e PR [} S r——— Desarreilo
> 4 Division 23 f":' Lot v Tecnclcgln:o
N N Industra

Programas de la Ul


http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/crisis-and-terrorism/critical-infrastructure/index_en.htm
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Objective:

To reduce the loss of human life, environmental,
economic and material damage from natural
and man-made disasters, including from
extreme weather events, crime and terrorism
threats.
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1-CSA to understand the needs of civil protection bodies in order to
prepare a future PCP/PPI action = Consortium of Civil Protection Bodies.

A
g Q Only 1-Demo project (TRL 7-8) for a management and situational
awareness addressed to decision-makers.
Pusic L Attention to neighbouring countries & societal acceptance (ethics).
r/ SEC-01-DRS-2016: Integrated tools for response planning and scenario building......... 12
4 SEC-02-DRS-2016:  Situational awareness systems to support civil protection preparation
'x and operational deciSI0N MAKIIIZ ..........iiiiiiiiiiiiee it e saaa e enae e s ereeesaees 14—
SEC-03-DRS-2016: Validation of biological toxins measurements after an incident:
‘ Development of tools and procedures for quality control...............ccccooiiiiiiiiiiiiiceice, 16
| SEC-04-DRS-2017: Broadband communication SYSTEMIS ..o....evvvreereeeiiieieeeeeeesieeeineeenns 17 —
L | SEC-05-DRS-2016-2017: Chemical. biological. radiological and nuclear (CBRN) cluster
| In 2016 = 1-CSA for collecting (catalogue) the equipment and technical
needs of First Responders based on EDEN project.
O In 2017 > Several RIAs for deplyoing solutions and new technologies
accoding with the catalogue above.
Continuation of the topic DRS-18-2015 where the first responders will have to issue «
the conditions for the PCP concours.
1-Demo on bio-threats (lA) involving at least 3 control laboratories from different MS.

Programas de la Ul
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Objective:

To mitigate potential consequences of incidents, or
to avoid them by using new technologies and
capabilities for fighting and preventing crime
(including cyber-crime), illegal trafficking and
terrorism (including cyber-terrorism).

It includes the understanding and tackling of
terrorist ideas and beliefs, whilst respecting human
rights and privacy.
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 RIAs for developing new techniques / mehodologies to be applie

| privacity-by-desig).
.9 [ At least 5 Forensic laboratories or institutes .

well in laboratory. = To be consistent with the work of forensic Labs at EU level.
U Take into account national legistations (solutions/techniques taking considering

d on the field as

E: O Social based topics that have to develop tools for the law enforcement
bodies and decision-making bodies for better understanding, guidelines

X for action and policying.
. | 1 At least 5 LEAs in the consortium!!!

) » SEC-06-FCT-2016: Developing a comprehensive approach to violent radicalization in

B

the EU from early understanding to improving protection ............ceccerveerrenieroienieesnneenns 21
- SEC-07-FCT-2016-2017: Human Factor for the Prevention. Investigation. and
_ \7‘ VSRR O O E TN AT TEETOMIIRATES .. ... sc50smssiess s o s b RS SR
‘Anl » SEC-08-FCT-2016: Forensics techniques on: a) trace qualification. and b) broadened use
of DNA 25

SEC-09-FCT-2017: Toolkits integrating tools and techniques for forensic laboratories Q7\
SEC-10-FCT-2017: Integration of detection capabilities and data fusion with utility
providers’ networks 29

SEC-11-FCT-2016: Detection techniques on explosives: Countering an explosive threat.
AcToss the Tmeliie OF B PO v s s s s R S S S A3 30
SEC-12-FCT-2016-2017: Technologies for prevention. investigation. and mitigation in

the context of fight against crime and teITOTISIN........ooiiiiiiiieieie e 31

Programas de la Ul
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SEC-06-FCT-2016: Developing a comprehensive approach to violent radicalization in

the EU from early understanding to improving protection ............ccooceeverrrenieeseenieesnneenns 21
SEC-07-FCT-2016-2017: Human Factor for the Prevention. Investigation. and
Matgaiion of criminARIN tEITORIBRACES..........oossermmmminsanssmsmmsmssanmsssronsssinsssssnansaas ssnsasnssnsansnns B3
e SEC-08-FCT-2016: Forensics techniques on: a) trace qualification. and b) broadened use
B of DNA 25
™~ o SEC-09-FCT-2017: Toolkits integrating tools and techniques for forensic laboratories. 27
k » SEC-10-FCT-2017: Integration of detection capabilities and data fusion with utility
/ ‘ providers’ networks 29
e - SEC-11-FCT-2016: Detection techniques on explosives: Countering an explosive threat.
acrons the Tmelthe of A PIOL: oo i B S R S i s 30

-

\ SEC-12-FCT-2016-2017: Technologies for prevention. investigation. and mitigation i1 ———
@ the context of fight against crime and teITOrISI........ooiiiiiiiiieiiie e 31 ‘1’

O List of different technology needs of LEAs at EU level = Al least 3
to 5 practitioners or LEAs (TRL = 6)

\ 4

1 Also tedection of improvised and home-made explosives.

O In line with the work of the EU Network of Detection of Explosives as well
EDA previous projects!!!

L Al least 3 practitioners or LEAs

v

O Platform deployment (TRL 7-8) equiped with sensors and technologies to work in
the field. > Look at EDA previous projects!!!
L Among 3 to 5 LEAs in the project & demo in at least 2 cities (medium & big).
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Objectives:

The development of technologies and capabilities to enhance systems,
equipment, tools, processes, and methods for rapid identification in
order to improve border security, whilst respecting human rights and
privacy.

: Those developments must reach the expectations of the European Border
. Surveillance System (EUROSUR) and to the Smart Borders legislative
initiative.

The call also addresses supply chain security in the frame of the EU’s
customs policy as well the support to the Union's external security
policies in civilian tasks (civil protection, humanitarian actions, border
management, peace-keeping, peace-building & mediation, post-crisis
stabilisation and conflict prevention).
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SEC-13-BES-2017:

policies

SEC-14-BES-2016:

applications

SEC-15-BES-2017:
SEC-16-BES-2017:

EU

Next generation of information systems to support EU external

33
Towards reducing the cost of technologies in land border security
35 —_—

Risk-based screening at border crossing ........ccocoevvvevveiveeeeeeeeeeiinnnn. 37
Through-foliage detection. including in the outermost regions of the

[

O RIA (TRL = 5-6) considering forest scenarios such as Turkey, Ukraine,
Belarus, Russia...

1 Coordination with EWISA previous project and EDA programmes

At least 3 border authorities v

O RIA and IA envisioning surveillance and monitoring solutions at land crossing
points and gates focussing on people (TRL = 6). = Attention to ethical &
privacity issues.

O Coordination with EWISA previous project and EDA programmes

O Solutions or technologies according to, i.e., IATA rules

O At least 3 border authorities

v

PCP continuation of the CSA BES-11-2015 where the national bodies (at least 3) are

the funding organisations of the future concourse of technology solutions.

* % Division
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SEC-17-BES-2017:  Architectures and organizations., big data and data analytics for

customs risk management of the international goods supply chain trade movements......... 40

e SEC-18-BES-2017: Acceptance of "no gate crossing point solutions"........................... 4 1=
SEC-19-BES-2016: Data fusion for maritime security applications .............ccccoovevvvnnne. 42—
SEC-20-BES-2016: Border Security: autonomous systems and control systems............ 45

o

!‘/’, O CISE complatible solution above TRL 7

) O At least 5 border authorities
L SMEs participation mandatory

'x
b X v
%‘ O CISE complatible solution above TRL 7

-‘ O Coordination con previous EDA projects
O At least 3 border authorities & 3 indutry or technology providers

O Futuristic advanced solution for seamless crossing of borders and security
checks of people.

O Close cooperation with the wining projects from topic BES-15 will be required
during the life of the project.

O At least 3 border authorities

O RIA in advance cargo information systems for customs.
[ At least 3 border or customs authoritites
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Call DS — Digital Security
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Topic Title Type
Secure Societies WP
Ds-02-2016: Cyber Security for SMEs, local public A
administration and Individuals
DS-04-2016: Economics of Cybersecurity RIA
: Elzigzgg—-ﬁjagr—fglls DS-05-2016: EU Cooperation and International Dialogues in CSA
P Cybersecurity and Privacy Research and Innovation
DS-07-2017: Addressing Advanced Cyber Security Threats and | RIA
. Threat Actors |A
~\' . DS-08-2017: Privacy, Data Protection, Digital Identities | A
X LEIT-ICTWP
4 re s RIA
, DS-01-2016: Assurance and Certification for Trustworthy and A
.“\ Open = 16-Dec-2015 Secure |CT systems, services and components CSA
Close=12-Apr-2016 '35 06-2017: Cryptography RIA
Cryptography Prize PRIZE
Health WP
Open = 30-Sep-2015 DS-03-2016: Increasing digital security of health related data on -

Close = 16-Feb-2016

a systemic level
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DS-01-2016:  Assurance and Certification for Trustworthy and Secure ICT systems.

services and COMPOMENES ... . i i vieivrontidiinion: N s BRI o s sdsin sos oo RERR es 44 58
) DS-02-2016:  Cyber Security for SMEs. local public administration and Individuals ..... 61
DS-03-2016: Increasing digital security of health related data on a systemic level......... 63
e m) DS-04-2016:  Economics of Cybersecurity s 64
- ) DS-05-2016: EU Cooperation and International Dialogues in Cybersecurity and Privacy
o Research and Inn@WAHON N ............. Mk .- fliiat o T s - e s essasis sassbninsisinndasinnsasionton 65
DS-06-2017: CoEBlOBTaplYR . .. oo Rt ccvcossneiurano I aseis s sibbaasusinnansnasiiasins s sdinnasnen 68
DS-07-2017:  Addressing Advanced Cyber Security Threats and Threat Actors............. 70
DS-08-2017:  Privacy. Data Protection. Digital Identities .........c.ccooveiiiiiieinieciicicciene 71
3 CSA on:
Q Collaboration / synergies among EU cyber-security clusters (5
years of activitites) = 4 years and 2 M€ «——
L Collaboration lines with Japan = 0,5 M€
L Collaboration lines with USA = 0,5M€ J
L Analysis of societal, institutional & economical impact of cyber failures =2
Recommediations for regulators, law enforcement bodies, market
operators / insurances.
O 2-3 RIAs of 1-2 M£.

L Cost-effective solutions (TRL = 5-7) addressed to this 3 kinds of end-users.
O 4-5 las of 3-4 M€ EC requested.
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DS-01-2016:  Assurance and Certification for Trustworthy and Secure ICT systems.

services and COMPONMERNES ... . ik iaioresiveiimions N The o+ AR - < <sss s sissmvinaions SRR Soisss sdismvinns 58

DS-02-2016:  Cyber Security for SMEs. local public administration and Individuals ..... 61

T DS-03-2016: Increasing digital security of health related data on a systemic level......... 63

| '. DS-04-2016; Economics of CybeRsBourilyit . .......c.. miiih: o oiviremssarsesississasinssssissonsans 64
DS-05-2016: EU Cooperation and International Dialogues in Cybersecurity and Privacy

Research and INN@WAHON . 00 ... Witk - it o - PO i o es s sassbasasaisina s dasnd Srasanininas 65

DS-06-2017: CrPBIOBTAPIY R . i oo R . oo s ainnonn T cussubsssdisaatosionnasnadssassnbisetinansnnn 68

mPDS-07-2017:  Addressing Advanced Cyber Security Threats and Threat Actors............. 70

"i »DS-OS-?.OI 7:  Privacy. Data Protection. Digital Identities ...........cccceeiivieieeiiiiieesiiiieeenne, 71

!
Innovation actions on:
O PET (Privacity Enhancing Technologies);
 eID (Secure Digital Identities);
O General Data Protection Regulation in practice.

This action would include:

 R&I actions on situational awareness in EU in front of cyber-attacks;

O Innovation actions on training and simulating environments to face
cyber-attacks.
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DS-08-2017: Privacy, Data Protection, Digital Identities

The 1As proposed whould propose Novel designs, methods and tools to

provide to the users of examples of services/activities in the network to

enhance / ensure:

"a. Or well the control of their data (PET, Privacity Enhancing

Technologies)
b. Or well the General Data Protection Regulation = Oriented to

. assist organisations (businesses, service providers, and
government agencies)

c. Or well the Secure use of the Digital Identity (elD, Secure Digital
|dentities) = For private as well for public users

 Take care of societal & Ethical issues
O Projects of 2-3 M€ contribution and TRL = 6-7 = Between 6-9

[ Topic from DS-Connect > RAFAEL TESORO (infoday nacional)
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' General Matters: Networks of practitioners...
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2016
Duration of 6 years

SEC-21-GM-2016-2017:  Pan European Networks of practitioners and other actors in the
field of security A7

It is expected to fund 4 types of networks:

- a.- Practitioners (end-users) in the same discipline and from
across Europe, i.e., firefighters; police and intelligence bodies;
border guards, coast guards, and custom authorities; explosive
specialists; forensic laboratories; medical emergency teams;
think-tanks on security; etc.

b.- Practitioners (end-users) from different disciplines for
disaster risk and crisis management issues in a particular
geographical area 2 Med, Artic, Danube, Baltic.

- Entities from around Europe that manage demonstration
_ and testing sites, training facilities

d.- Security NCPs network continuation onwards 2017 and
duration of 3 years.
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Last but not least...
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Enlaces de interés y otra informacion

e Fuentes de informacidn

Programa de Trabajo 2016- https://ec.europa.eu/programmes/horizon202
Pasx 2017 0/sites/horizon2020/files/14.%20Secure%20s0
ﬁ cieties 2016-2017 pre-publication.pdf
: Web EC H2020 http://ec.europa.eu/research/horizon2020/ind
ex en.cfm#

Web Horizonte 2020 Espaiiol  http://eshorizonte2020.es/

IPR & Open Access http://ec.europa.eu/research/science-
society/index.cfm?fuseaction=public.topic&id=
1301

Ethical issues http://ec.europa.eu/research/participants/doc

s/h2020-funding-guide/cross-cutting-
issues/ethics en.htm

Busqueda en Socios en H2020 http://www.security-research-
en Sociedades Seguras (red map.eu/index.php?file=search.php&type=1
Puntos Contacto SEREN3)

Industral
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https://ec.europa.eu/programmes/horizon2020/sites/horizon2020/files/14. Secure societies_2016-2017_pre-publication.pdf
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Catalogo de proyectos FP7 Security Research

Catalogo de proyectos FP7 SEC

EU Research for http://ec.europa.eu/dgs

a Secure Society /home-

(FP7 Security affairs/financing/fundin

Projects) gs/pdf/research-for-
security/security resear
ch catalogue 2014 en.

pdf

"1‘:-‘7 S Last update May-2014!
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Participacion como experto

http://ec.europa.eu/research/participants/portal/desktop/en/experts/index.html

RESEARCH & INNOVATION

Participant Portal

European Commission > Res=arch & Innovation > Participant Portal > Experts

News

~ Diferentes perfiles!
Cientifico-técnicos,

business, end-users,

practicioners,...

H2020 call for expression for
interest for experts {(11/2013)
New calis for exprassion of
interest for individual experts
and for organisations to suggest

ris were just published in

2 of 22 November 2013.
European Commission will =oon
need =xperls to svaluate first
Herizon 2020 proposals. Don't
forget to tick the H2020 box in
the registration platform and
update your expertise

——

HOME FUNDING OPPORTUNITIES

HOW TO PARTICIPATE EXPERTS SUPPORT =

H2020 ONLINE MANUAL

Join the database of independent experts for European res=arch and innovation.

The Eurppean Commission appoints independent experts to assist with res=arch and
innovation assignments inchuding the evaluation of proposals, monitoring of

projects, and evaluation of programmes, and design of policy.

New experts

Who can be an expert? fo expert assignments invo

You have a chance of Being szlected as an expert if you: Experts, as peer reviewers, assist in the:

* have high-level of expertise in the relevant fields of * evalustion of proposals

reszarch and innovation (=== call for details on types * monitoring of actions

expertis=).

In addition, experts assist in the ;

Quick Links

AQ for Sxperts

pert recommendstions

ion, social stiences and

ities and other aspects

of H2020 proposais
Logistics for Brussels

e Map of =valuation ares
e Info on hot=ls
e Metro mag

¢ From sirport to Brussels

"« Division

s can be available for cccasionsi, shoct-term assignmen

» preparation, impl tion or evaluation of

programmes and design of policies. This includs
g 2020 Advisory Groups.

Aszignments mainly concern res=arch and innovation,
falling within the Horizon 2020 programme designed to
address the challenges Europe is facing through funding

exceilent sciznce, technology and innovation

Take a look at the most recently fund=g projects

e e

In orgder to sccess the expert registration form, you are first asked to login with & valid Participant Portal (ECAS) account.
If you Oo not have it yel, it =asy to create your Portal (ECAS) account.

Registered experts

s Registz=red experts can complete or update their profile sl any time by logging-in to their Portal account
{ECAS) and acces=ing My Expert Area.

s Your profile is only svailable to the Commission for consideration ooce it is complet= snd vahd.


http://ec.europa.eu/research/participants/portal/desktop/en/experts/index.html

Otras Guias y Documentos utiles

* Participant Portal H2020 Online Manual
http://ec.europa.eu/research/participants/docs/h2020-funding-
guide/index en.htm

e Self-Evaluation Forms
http://ec.europa.eu/research/participants/data/support/sep usermanual.

pdf

* Guidance for evaluators of Horizon 2020 proposals
http://ec.europa.eu/research/participants/data/ref/h2020/grants manual/
pse/h2020-evaluation-fag en.pdf

* Proposal Submission Service User Manual
http://ec.europa.eu/research/participants/data/support/sep usermanual.

pdf
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Proximos eventos destacados...

* Networking event CIP-01-2016-2017 “Prevention, detection,
response and mitigation of the combination of physical and
cyber threats to the critical infrastructure of Europe” - 08-
Mar-2016 Bilbao

http://eshorizonte2020.cdti.es/index.asp?MP=87&MS=721&MN=2&TR=
A&IDR=16&IDP=682&IDS=4&id=3446&xtmc=&xtcr=1

A . Community of Users meeting (CoU meeting) on CBRN-
: related topics 2 29-Feb-2016 Brussels

* EU Infoday call-2016 - 05-06 Apr-2016 Brussels

» Security Research Conference = 01-02 Jun-2016 Den Hague
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Eventos de interés pasados...

ICT 2015 Innovate, Connect, Transform

Article Newsroom

The biggest ICT event in the EU calendar is
back! Join us during ICT 2015 to network,
follow interesting debates in the conference,
hear the latest news on the European
Commission's new policies and initiatives with
regard to R&I in ICT, find information about
funding opportunities and much more!

The European Commission, together with the
Fundacao para a Ciéncia e a Tecnologia bring
you: ICT 2015 - Innovate, Connect,
Transform, on 20-22 October 2015 in Lisbon,
Portugal.

The ICT 2015 event will comprise a number of
parallel activities:

SHARE THIS

» A policy conference presenting the new
Commission's policies and initiatives on
Research & Innovation in ICT (Horizon 2020 Programme);

» An interactive exhibition showcasing the best results and impact of most recent
EU ICT Research & Innovation;

You may also  find
opportunities for cyber
appliations at:

O SC-1 under the eHealth
& security for data
protection

O LEIT-ICT (8.1, 8.2 & 8.3)

» Many networking opportunities to enhance quality partnerships, help participants

find paciners_connect Research and Innovation and frigger collaboration:

* Funding opportunities: ICT 2015 will also be the place to gather information on
the 2016-17 Work Programme of Horizon 2020.

Register for ICT 2015
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Login
R&D profiles

Insert
Update

Search
Show all

Projects Ideas

Organisations

Bulgaria
Croatia
C‘ech Pepub{l"
Estonia

Finland

France

Greece

Ireland

Icetand

Israel

Security Research Database

The purpose of the Security Research Map (SeReMa) is
to increase the visibility of security related research in
Europe and to optimize the networking between research
facilities, universities, public authorities, end users,
suppliers of security solutions and operators of critical
infrastructures.

The database has been developed within the network of
National Contact Points for Security in the 7th
EU-Framework Programme (SEREN 2).

Why register?

® Call the attention of the network about your
competencies

® Promote your research ideas

® Find partners for security research projects

Your advantages:

® Stay informed on upcoming Horizon 2020 Calls
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Interoperability
Q
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® Meet a lot of potential co-operation partners through this Website and database

® Your profile will be promoted all over Europe

£ Insert profile

If you are a researcher who is actively involved in security research and interested in

international cooperation, register yourself and help building a map of security research all

over the world

B Search database

Identifv researchers who work in the area of securitv research. either within the context of
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ESHORIZONTEQ LX)

Portal espanol dei Programa Marco de Investigacion e Innovacion de la Union Europea

+ Inicio / Retossocicles / Sociedades seguras

® Salud, cambio
demografico y
bienessiar

® Segundad
alimentaria,
agricuitura y
silvicultura
sostenibles
investigacion
manna, maritima y
de aguas intencres
y bioeconomia

® Energia segura
impia y eficiente

® Tronsporte
inteligente
ecologico e
integrodeo

La temdatica de Sociedades Seguras de Horizonte 2020 se enmarca en <! pilar

Q

e "Retos Sociales” y cuenta con un presupuesto estimado de 1.695 M€ para
e| periodo 2014-2020. Esta gestioncda por la Direccidon General de Empresa e
ndustna de ia Comision Europea.

m

objetive s fomentar las sociedades Europeas seguras en un contexfo ge
fransformaciones sin precedentes y creciente interdependencia y amenglzas
globales, asi como el fortalecimiento de la cultura europea de la licertag v o
justicia.

Se perseguiran los siguientes cbjetivos especificos:

* luchar contra la delincuencia, €l trafico y el terrorismo ilegal, incluyendo lo

comprensién y la lucha contra las ideas y creencias de terrorismo

Contacio [ Buzon

® |istasde distnbucion

® Enlaces de interss

® Noticias
® Documentacion relacionada

® Convoccaterias

® |istado de correos informativos

Ayudaos Preparacién de Prop:s

ias

O Representante - Maite Boyero, CDTI (mtbe@cdti.es)

!

 NCPs = Ainara Ripa Centeno, INTA (ripaca@inta.es)
L Bruselas = Marina Martinez, CDTI-SOST (marina.cdti@sost.be)

"« Division
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http://eshorizonte2020.cdti.es/index.asp?MP=87&MS=721&MN=2
mailto:mtbe@cdti.es
mailto:ripaca@inta.es
mailto:marina.cdti@sost.be

Few words on the next coming cPPP_Cyber...
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cPPP - an initiative under Digital Single Market Strategy

) e -,:.;r S

hap for compleNag the
Digital Single Market /// Initiatives

-

2015 2016

|. Better access for consumers and businesses to o vital goods and services acrass Europe

Leqistat e proposals for srmgle A wide rangng review fevew of the Regulation Measules i thearea

and effective cross-hosder o to peepare fegislative on Consumer Protection of parcel dellvery n
contract rules for consumers ‘ Lt propesals 1o tackle Cooperation

and husinesses umustified geo-Blacking

CoMpman secton ingquity into Lagiskateve Legisiative proposals 1o reduce

o~commerce, relating to the proposals for & Review of the Satellite tha adminintrative burdon on

onliro trada of goods end the roform of tha and Cable Directive busineszos anwung from diffaront

onlina provision of seovicos copyright mpme VAT ragme=

Il, Creating the right conditions for digital networks and services to flourish

Comprehersive snalynis af the Leglative proposals to refo Review of the -

b= of platforms 1 the oo ket he curree telecoma rules #-Privacy Dirsctive K o

nludng itlegal cantent on

tho Intermet Roow of the Audiovizual Estabizhment of a !
Media Sarvices Directive Cybersecurity centractusl

Public~Private Partnerchip

I1l. Maximising the growth potential of the Digital Economy

ﬁ Mowm of & Prierity ICT Intiataes an data awnership, New e-Government Action Plan
> Standards Plan end estercing free flow of data {ro incluckng an indretive on the “Once-Oaly’'
B the Europoan interoperabllity betwaon doud providars| snd prirciplo s an mibatse oo mandatary
Framawork for public sarvices on = Evropaan Cloud inteecannection of busness rogisteanm
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Cyberspace: a backbone of
digital society & economic growth

315 million Europeans use the Internet everyday

/LJH -!ln&ﬂ--ml&wmuﬁ

across all areas of the dlgltal soclety

4+
1 = i
= -
ehealth e-commerce finance Internet of Things
(e.g. smart grids) (e.0. e-banking) A\

‘ INTERDEPENDENCE! ‘
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Cybersecurity incidents are
increasing at an alarming pace
with potentially profound effect on daily
functioning of society & economy,
both online and offline

Cybersecurity incidents may

disrupt the supply of essential services such as Undermine trust in digital services & products

w only 22% of Europeans Only 38% of Europeans feel
o
- o ,@ o o l
have full trust In comparies confident about

such as search engines, social online purchasing
water, healthcare, electricity or mobile services networking sites & e-mail services  from another EU Member State

...as well as financial theft, loss of intellectual property, data breaches, etc.
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Cyberspace is borderless by nature...

Dependence on public procurement
& government purchase

unlike
heawly Lack of interoperability solutions, practices and
fragmented well-functioning mechanisms of certification
European market
for ICT Security Different NIS policies across MS
(to be addressed by the NIS directive)
products &

services due to:

Barriers of trust for cross-border purchase
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What does this mean in practice?

P el

For citizens & enterprises

For EU companies

— —_
o=
% AL 4 =
14 :
it's hard to compete smaller companies outflow of know-how & difficulties to access nnovative,
on the European are more subject 1o merger specialists looking competitve & user-friendly
& global level & acquisition by for career opportunities technology that takes into actount

non-EU large companies beyord Europe European rules & values

The survival of strong European cybersecurity industry all together is at stake!
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Cybersecurity is also an opportunity!

TODAY

TOMORROW

The global cyber security market is expected to be among the fastest growing segments
of the ICT sector in the coming decade. It is expected to grow to $80-120 billion by 2018,
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Cybersecurity contractual Public-Private
Partnership (cPPP)

e Stimulate the competitiveness and

e innovation capacities of the digital

o security and privacy industry in
Europe

* Ensure a sustained supply of
innovative cybersecurity products
and services in Europe

BN Se.un:ro parz &
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Intended Objectives of the cPPP

Gather industrial and public resources to deliver innovation against a jointly-
agreed strategic research and innovation roadmap.

Maximize available funds through better coordination with MS.

Focus on a few technical priorities defined jointly with industry.

Seek synergies to develop common, sector-neutral technological building
blocks with maximum replication potential

Obtain economies of scale through engagement with users/demand side
industries and bringing together a critical mass of innovation capacities.

Be a platform to discuss other supporting measures for the industry

=~ COTIE
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H2020 requirements for cPPP

A contractual arrangement
between the EC and the industry partners

Legal entity representing industrial stakeholders

A proposal from the industry
(detailing added value of the setting, technical priorities, expected
impact and the model of governance)

Strategic Research & Innovation Agenda
detailing R&I priorities

- Centro parz &
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Working against tight timeline!

Q1 2016

Preparatory workshop with
Final Strategic Research Agenda Member States and industry

(20 January) cPPP established
Public consultation announced Industry to set up legal entity
(mid-December) and develop a proposal

_ C Itation closed
Roadmap published om‘iul fﬁ;::nc;:.]ns
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Gracias por su atencion...

marina.cdti@sost.be
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